A modification of Markovski quasigroup based crypto-algorytm has been presented. This modification is based on the pair of co-medial quasigroup operations, which we show that they are orthogonal quasigroup operations.
Introduction
Two main elementary methods of ciphering the information are known.
(i). Symbols in a plaintext (or in its piece (its bit)) are permuted by some law. One of the first known ciphers of such kind is cipher "Scital" (Sparta, 2500 years ago).
(ii). All symbols in a fixed alphabet are changed by a law on other letters of this alphabet. One of the first ciphers of such kind was Cezar's cipher (x → x + 3 for any letter of Latin alphabet, forexample a → d, b → e and so on).
In many contemporary ciphers (DES, old Russian GOST, Blowfish [13, 2] ) the methods (i) and(ii) are used with some modifications. Therefore, permutations and substitutions are main elementarycryptographical procedures (see for example [8] ).
What does the use of quasigroups in cryptography give us? It gives the same permutations andsubstitutions but easy generated, requiring not very big volume of a device memory, acting "locally"on only one block of a plain-text.
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Stream-ciphers based on quasigroups and their parastrophes were discovered in the end of theXX-th century [10, 11] .
Preliminaries

Definition
A binary algebra A is an ordered pair (A, F), where A is a nonempty set and F is a family of binary operations : 2 → . The set A is called the universe (or underlying set) of the algebra A= (A, F).
If F is finite, say = { 1 , … , }, we often write (A, 1 , … , ) for (A,F). The algebra A is a groupoid if it has only one binary operation.
A binary quasigroup is a groupoid (A,f) such that for any , ∈ there are unique solutions x,y to the following equations: It was propose usingthe above quasigroup property to construct the following stream cipher [9] .
Algorithm
Let A be a non-empty finite alphabet, k be a natural number,
f) is defined in a unique way.
Take a fixed element l (l ∈A), which is called a leader.
It is proposed the following ciphering procedure
Therefore we obtain the following cipher-
The deciphering algorithm is constructed in the following way:
Notice, the equality f = (23) f is fulfilled if and only if f(x, f(x, y)) = y for all x, y ∈A.
Definition
Binary pair of groupoids (A, f) and (A, g) are called orthogonal, if for any fixed a, b∈A the following equations have unique solution:
A binary algebra A= (A, F) is called medial (entropic or abelian) if it satisfies the following identity of mediality for every binary , ∈ :
The binary operation f is called idempotent if f (x, x)=x, for every ∈ . The algebra A=(A,F) is called idempotent, if everyoperation ∈ is idempotent. An idempotent medial algebra isa mode [16] . Notethat a groupoid is medial if and only if it satisfies the identity ofmediality:xy.uv =xu.yv.
Let g and f be binary operations on the set A. We say that the pair ofoperations (f,g) is medial (or entropic), if the identity (1) holds in the algebra A=(A,f,g) [3, 5] .
The pair of operations (f, g) is called co-medial, if the following identity holds in the algebra A= (A, f, g):
An algebra A= (A, F) is called co-medial if every pair of operations , ∈ is co-medial [4] .
Main Results
Definition
A binary quasigroup (A,f) is linear over a group if ( , ) = + + , where (A,+) is a group, and are automorphisms of the group (A,+) and ∈ is a fixed element.
A quasigroup linear over an Abelian group is also called a T-quasigroup.
Theorem
Let (A, F) be binaryco-medial algebra with quasigroup operations; then there exists a binary operation "+" under which Aforms an abelian group, and for every operation f i ∈F and elements x,y∈A wehave:
where is a fixed element of A, and are automorphisms of the group (A,+),such that: = .
Proof. See [6] .
A T-quasigroup (A, ·) of the form x · y = αx + βy + c and a T-quasigroup (A, •) of the form x • y = γx + δy +d, both defined over a group (A,+), are orthogonal if and only if the map α −1 β − γ −1 δ is an automorphism of the group (A,+).
Proof. See [14] .
Corollary
Every pair of operations in the binary co-medial algebra with quasigroup operations is an orthogonal pair of operations.
Proof. By using Theorem 3.2 and Theorem 3.3 the proof is straightforward. Here we propose to use a system of orthogonal binary groupoids as additional procedure in order to construct almost-stream cipher. Such systems have more uniform distribution of elements of base set and therefore such systems may be more preferable in protection against statistical cryptanalytic attacks.
Algorithm
Let A be a non-empty finite alphabet andx 1 , x 2 ,…,x t be a plain-text. Take the binary co-medial algebra (A, F) with quasigroup operations, and a pair operation f, g∈F. This orthogonal pair of operations defines apermutation E of the set A 2 . We propose the following enciphering procedure.
• Step 1:(y 1 ,y 2 )=F l (x 1 ,x 2 ), where l ≥ 1, l is a natural number;l is vary from one enciphering roundtoother. If t <2, then we can add to plaintext some"neutral" symbols.
• Steps ≥ 2:It is possible to use Feistel schema [7, 12] . For example, we can dothe following enciphering procedure (z 1 ,z 2 )= F s (y 2 , y 3 ), and so on.
The deciphering algorithm is based on the fact that orthogonal system of binary operations (f, g) hasa unique solution for any tuple of elements a 1 ,a 2 .
The above algorithm is sufficiently safe relative to chosen ciphertext and plaintext attack since the key is a non-periodic sequence of applications of permutation E, i.e. sequence of powers of permutation E. Therefore any permutation of the group <E>can be used by ciphering information using the above algorithm.
We propose to use Algorithm 2.3 and Algorithm 3.5 simultaneously.
Suppose that we have a plaintext x 1 ,…,x t , t ≥ 2. Deciphering algorithm is clear. It is well known that in a quasigroup (A, ·) any left and right translation is a bijective map of theset A [11, 15] .
Definition
Below we denote the action of the left (right, middle) translation in the power a of a binaryquasigroup (A, g) on the element u 1 by the symbol 1 ( 1 ). And so on.
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Enciphering.
Initially we have the plaintext u 1 ,u 2 .
And so on. We obtain ciphertext ( 1 , 2 ) .
Deciphering.
Initially we have ciphertext ( 1 , 2 ). In the Algorithm 3.8 the elements a, b, c should be vary in order to protectthis algorithm against chosen plain-text and chosen cipher-text attack.Algorithm 3.8 allows obtainingalmost "natural" stream cipher, i.e. stream cipher that encodes apair of elements of a plaintext on any step.
